AKTYaNbHOCTb N 3QPEKTUBHOCTD
LeHTpann3oBaHHbIX peweHunn P3A BATC

Tpaanuun. HagpexHoCTb. NHHOBAaLWWN.

Aoknaaunkun: ATHUMWKKNH A.B. (000 «Penematunka»)

JNlewTaeB U.N. (000 «3anCnbHedTexmm»)
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20 net M3K 61850: 0T NMNOTHbLIX MPOEKTOB K MacLTabnpoBaHMto

MUK
OXXMNOAHUN

oXXUpaaHus

nsbasneHue oT
noasneHue UNTHO3UN

|
|
|
|
l
|
l
|
|
TEXHO/I0TUN :

naaTo
NPOAYKTUBHOCTMU

2004 Anpenb 2024

2 NpnmedaHume — KpmBaAa 3pesiocTu TEXHONOMUMN.

Bpems

AKTyanbHble 3a4a4m npuMmeHeHua
TexHonorum LNC:

* aHaNM3 Pe3y/bTaTOB MUIOTHbIX NPOEKTOB
* yYCTPaHEHME HeJOCTaTKOB
e Bbl6Op apxuteKTypbl P3A
* yBE/INYEeHNEe MacCoOBOCTM YCTPOMUCTB
c noaaep*kon M3IK 61850
* BbIxo4 3a rpaHuubl NC
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[Mpenmyuwectea M3K 61850

Bbi6op, MpoeKTt MoHTa)x Hanapaka dkcnayatauma O6cnyxuBaHue  [leMOHTaX
NOKYynKa

LUeHTpaAn3auua ‘/ ‘/ \/ \/
$yHKuM P3A
COBMECTUMOCTb

obopyanoBaHusa

CTaHOAPTHbIN v v
NHXUHUPUHT

TexobcnyKmBaHue
MO COCTOAHUIO

L SN S L

aBTOMaTU3aLUMA J
NpPoBepoK

R SRR

ANarHoCTuKa, \/
MOHUTOPUHT

YMeHblLUEeHNe
rabaputos OMNY v v v v v

COKpalweHne meaun \/ \/ \/ \/ \/ \/

6esonacHocTtb ITT, V4
3TH

M3K 61850 ytBepamaca Kak «CTaHAapT OTpacin», npegnonaraerca
g ANVTeNbHaA NoAadepKKa, 3To Hanbonee noaxoasilan ocHoBa ans P3A. nusyp B PEAEMATUKA



ApPXUTEKTYpPbI LUPPOBLIX cnuctem P3A

3 apXuUTeKTypa 4 apXUTeKTypa
(pacnpepeneHHas) ﬁ (ueHTpanusosaHHan)

[ LUnHa cTaHuum ] [ LUnHa cTaHuum ]
NMpenmyuwiectea
L= L= [ CHUXKeHWe CTOMMOCTH .g:.—-.—..—..—.j
nay = || g . || g . || 8 YU3HEHHOro UMKna: YEN D || ||
= JL= = JL= = JL= * YMeHblleHne Konndyectsa YP3A =11 " ]
BN | [ * ynpouweHue JIBC |

¢* COKpauweHune O6C.I'Iy)+(I/IBaHVIFI [

[ LLnHa npouecca ] LLnHa npouecca ]

MU |.U 'H_I.' . OnaceHus o |'U HI_I-'

|| HaOeXHOCTb ||
*  MHbOPMALMOHHASA
6e3onacHOCTb
dunsmyeckmm npouecc o y,CI,06CTBO 3KCNyaTaLumm . dunsmyeckmm npouecc

(8ot (8ot @
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HapeXHoCTb. YcTpoucteo P3A

Hape)XHOCTb - CBOMCTBO 0ObeEKTa COXPaHATb BO BPEMEHMU
CNOCOBHOCTb BbINONHATL Tpebyemble GYHKUMKN B 3aaHHbIX
peXMMax U YCNOBUAX MPUMEHEHMUA, TeXHUYEeCKoro
06CNY}KUBAHUA, XPAaHEHMA U TPAHCNOPTUPOBAHMUS.

B MTFF“ MTBF ~
Pa6ota - -1 - —

OTtKas

P [

MTTR

MTTF — cpeaHAA HapaboTKa 40 OTKa3a, u;
MTBF — cpeagHas HapaboTKa Ha OTKa3s, u;
MTTR — cpegHee Bpemsa BOCCTaHOB/IEHMUA, Y;

KomnneKcHble NoKa3satenn HaaeXXHoCTU

H [y
A MTBF MB]= — 4
T " MTBF + MTTR Toee &

m
KeriGpaildi + EKCTJ':' paitd;
| j=1

HTA copepxnt TpeboBaHMA K MOKA3aTeNsiM Ha[EeXHOCTU
yctpoictea M P3A:

- cpeaHAa HapaboTKa Ha OTKas, u;

- CpeaHWI CPOK CNyKObl, NeT;

- KO3OPUUMNEHT rOTOBHOCTU;

- CcpegHee Bpemsa BOCCTAHOB/IEHUA;

- cpeaHAaa HapaboTka Ha oTKas M0, y;

ana LMPPOBbIX cucTem P3A
NnoKasaTe/ibHa HAAEeXHOCTb CUCTEeMbl B
uenom (T.e. HaAEXHOCTb apPXUTEKTYPbI C
y4yeTom YCTPOMUCTB conpaXeHus,
KOMMYTaToOpoB M T.4.), a He OAHOro
ycTpouctea P3A.
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HapexHoOCTb P3A

Lndposan

MokoneHue

aHanorun

O6verr Crariens > Cmnypsa >

TpeboBaHue K

1. CywHocTtb co cBasbto ¢ 30 1 K 1

Krot > 0,998 Krot = 0,998
HaAEeXHOCTH rot roT Hesblaemma.
2. Krot gna yctponcrs, Heobxoanmbix
KommeHTtapui OpgHa naHenb (MMM P3A) 3awmuwaet ogmH 30. Cessb 1 K 1. Ana P3A opnoro 30, paccduTats

MOXKHO. Ho y Hux 6yayT cBA3M U C
apyrummn - 30. [loatomy  KroT
OT/INYEeH no cmbicay oT Krot gna
M1 P3A nnu naHenu.

6 — 3alMLLaembli SHeproobbeKT (NpucoegnHeHne) CHEYP B SEAEMATUKA



HapexHocTb. CnucteMa P3A B LeNOM (apXUTEKTypa)

ApxuTekTypa onpegenaeT banaHc mexay
3aTpaTamn Ha P3A un mMuHUMM3aUmen
ywepba OoT TEXHONOTMYECKUX HaPYLLUEHUN.

#1 MM:MMM3MPOBaTb 42 MUHMMM3NPOBATD
ywep

oT
aTbl HA P3A
Texuonomqecmx 3aTp

NokasaTtenun HapeXXHoOCTU

Bonble ycTpouncTs, l4au.|,e}
cucrtembl P3A

OTKa3bl K 06CI'IY)KM BaHUe

Apxutektypa P3A

1. OTKa3bl YCTPOMNCTB  m @ @ e @ e @ e @ e @ e @ >
CUCTEMDI

YcTpoiictsa
pe3epBUpPYOTCA, OTKa3bl
CUCTEMbBI peaKme

t
2. OTKa3bl CUCTEMb| =@ e o
HanoxeHue ycnosua 2 un
TpeboBaHusA
cpabaTtbiBaHuMa P3A
t
3. OTKasbl o
cpabaTbiBaHMA
CUCTEMDI

7 CHMBYP ) PEAEMATMKA



PacyeT nokasaTtesiem HaaeHocTtn cucrtem P3A uncneHHbIMM MeToaaMu

Cuctema P3A Ha 390 (1T+21)

1. CIGRE B5.60 WG; Protection, Automation and Control Architectures with 1.

Functionality Independent of Hardware; CIGRE: Paris, France, 2023.
2. Chen, X.; Jin, L. Study on Reliability of PACSs with Integrated Consideration of
Both Basic and Mission Reliability. Energies 2024, 17, 365.

Table 17. Reliability value pair of the 4 PACS architectures.

Steady-State Probability of

Architecture Working Normally MTBF (h) Device Counts
—p 1 99.8971% 7772 14 )
2 99.8620% 11,321 9
3 99.8993% 18,673 6
L4 99.9282% 11,139 10 J&——

HadeXHee 1o

mparison of architectures 1 -5 noKasaTenam

Item iteria Architzq\\
1,2
1 2 z
(IEDs + SLF) | [IED+MFP+ | (IED+CPC+ | [CPC+IPIU + [redundant
SLF} SLF) SLF) CPCs)

8 | 6 iReIia-biIitv. | l 1 l | < | 3 | 4

Cuctema P3A Ha 190 (1T)

PacyeT noKasaTenem HageXHOCTU pPas3/INYHbIX apxutektyp P3A

UAC. &reoy «HWUY «M3U», 2024. 3aka3umk - 000
«3anCnbHedptexnm».
[S— Pp—

HageXHocTb
Bblle
Tpebyemoro

1,00000

g .
0,99950
0,99900
0,99850
0,99800
0,99750
0,99700

Tpagmu,. NCc | in apx. P3A 1l Tun apx. P3A  1ll Tun apx. Lentpanms. WHTEAN. CHCT.
M Tepm. unc unc P3ALNC  apx. P3A LINC P3A
(Buactu 110
KB)

PucyHok 14 - BeposiTHOCTE 6e30TKa3HOH paboTH KOMILTIeKca 3auT TpancdopMaropa
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HapexHOCTb. BbiBOAbI

e [nsa undposbix cuctem P3A noKasatenbHa HaAeKHOCTb CUCTEMbI, @ He OTAE/IbHbIX
YCTPOWCTB;

*  YMeHblUeHMe KOoAM4YecTBa YCTPOMUCTB CHUXKAET BEPOATHOCTb OTKA30B YCTPOWCTB
cuctembl (MoKasaTenb HaaeXHoCcTM 1) n 3aTpaTbl Ha ee 06CNYKUBAHUE;

* Pe3epBnpoBaHMeE YyCTPOMCTB NOBbILIAET BEPOATHOCTb 6€30TKa3HOM paboTbl CUMCTEMDI
(NoKa3aTenb HageKHOCTU 2);

* [loKasaTenu HaaexHoCcTn 1, 2 Bbilwe y 4 apXUTEKTYPbI;

e BepoatHocTb 6e30TKka3zHoM pabotbl P3A 3 n 4 apxXuTEeKTypbl Bbille 3HAYEHWUS,
npeagvasnaemoro HT/.

9 CHEYP O PEAEMATHKA



[MpuHUKMNbI yripaBsaeHnsa pyHKumamu LIP3A

A A
~
[1 [1
PDIF pikj) PDIF
1T SIMG  JE 2T SIMG
J(eJel N MTO PIOC
NHpopmaLmnoHHas moaenb
LIP3A
IED
\
SYS —
PROT1 PROT2
PDIF
root LD
\ \
\\ YnpasneHue:

10

oAHa ¢yHKuma P3AT1

Bce PyHKUuM P3AT1
NU3Y uennkom

1) OpHo noruyeckoe ycrtponcteo (LD) — oamH 30
(npucoegnHeHmne)

2) Mod — eanHoOe MecTo ynpaBAEHUA pekMmom paboThbl
byHKUMK / Habopa dyHKUMM / BCero ycTpoiicTBa

3) BnoxkeHHble LN, LD HacneaytoT noBegeHue (Beh) ot
BbILLECTOALMX MO Nepapxmmn CTPYKTYpP

C D
LLNO
| Mod g Beh
. J
g )
LN
Vv
[
\\ J
®K (:)i <
nporpammHan o—p |
HaK/MaaKa
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NHdopMaLMoOHHasa 6e30nacHOCTb cucTeMbl P3A

4 apxXUTeKTypa

| LLIMHa cTaHUMM 1

. CokpaweHne Konuyectsa ycTpoucTts, ynpouweHune JIBC
YMEHbLUAET NOBEPXHOCTb aTaKM LEHTPAIM30BaHHOW CUCTEMDI
P3A B cpaBHEHMM C pacnpeaeneHHOM

2. NHdopmaumoHHas 6e30MacHOCTb LWKWHbI CTAaHUWK, LIUHbI
npouecca obecneynsaeTca:
* OpPraHM3auUOHHbIMUN MepamMmu
*  TexXHUYeCKnmu cpeactsamm
O cuctema  OOHapy)eHus  BTOp)KeHun -  IDS
(aHanmsaTopsbl ceTu)

3. TexHUYyecKue cpeactBa npenoTspalleHmsa BTopxKeHun (IPS)
npopabaTtbiBalOTCA, CEMYAC HE MPUMEHALOTCA

11 CHEYP O PEAEMATHKA



IHTEeNNeKTyaNbHble pacnpeaenTesibHble CETU

Hosble 3agaum ana P3A u aBTOMaTUKH BMN3 PacnpeaeneHHas reHepaums
1. ®PyHKUMOHMpPOBAHME npu b e

OrpaHMYeHHbIX TOKax K3 wn pesepce /i\ % _n’i'rl_<—‘—@200| TpaAMLMOHHbIN

MOLLHOCTH notpebutenb
2. CoxpaHeHue YCTOMYNBOCTHU l

3HEepProcncTembl C Mason UHEPLUUEN U3- —@ ﬁmi

33 BU3 CeTb PacnpepenntenbHas

nepeanavun ceTb
} SﬂﬁeeKCT';i”;";"F‘)‘iW H;/ | e(|)3 60 urJilro 3cKeCTnlz.o p(T)i EE [@JTC\\
o o—Llo
cobCcTBEHHOM reHepaumu
CH323 3apAagHble CTaHUUKn

Cnocobbi pewerus LleHTpann3oBaHHbIN noaxon, 7 noaaepKa
1. PacwupeHune mHPopmaunoHHON 6a3bl,

06MeH nHbopMaLMeit no M3IK 61850 CTaHAAQPTHbIX MPOTOKO/10B CBA3WN MO3BONAKOT CTPOUTb
2. Anroputmbl dITOPUTMbl ANA WNHTENNEKTYaJ/IbHbIX 31EeKTPUYHECKUX

ceTen M NOoBbIWATb TEXHMYECKoe coBeplueHcTBO P3A

12 CHEYP O PEAEMATHKA



PUCKM NPpUMEHEeHNS LeHTPann3oBaHHbIX peweHnn P3A

#1 KoMMeKCHas #2 HEGOJ'Ib‘I.‘I.IOM #3 OTcyrcTBue #4 KomneTeHumm no
CNIOMKHOCTb L|,P3A HAKOMN/1€HHbIUN ONbIT HOPMAaTUBHDLIX
npumeHeHus LIP3A Tpe6oBaHMit M3K 61850
® MHOIO QYyHKUNM e LIP3A pa3nunyHbIx ® CTaHAAPTbl NpeanpuATUn ® MNOBbILWEHHbIE
® MHOrO YCTaBOK npousBoguTenenm no pesynbratam Ol TpeboBaHUA K
o 06LWMPHas BBegeHbl B O3 Ha NC KBannduKkaumu
MHPOPMaLIMOHHAA MAO «TpaHcHedTbY, nepcoHana
Moaenb MAO «laznpomHedTb,

MAO «Cunbyp XonauHr»

PucKku 2-4 byayT CHMXKaTbCA C paclumpeHmnem npmmeHeHnsa M3K 61850 n LP3A.

13 CHMBYP ) PEAEMATMKA



LleHTpann3oBaHHasa P3A ana MNC 110 kKB 3anCunb-2 (3anCubHedpTexmm)

B/1110 kB UpTbiw —
Tobonbekaa TAU, 1l uenb
C OTNaMKamm

B/1110 KB UpTbiw —
Tobonbckaa T3, | uenb
C oTNanKkamm

A

Sampled Values

A
B1101T [
oT
1T
MNAC
MAC
B 10 1T

14

MAC

MAC

A

MAC

TOP 300 A3T 733

MAC

[] B1102T

2T

B 10 2T

PYHKUUU

O 3awmTa ABYX TpaHchOpMaTOpPOB
O onepaTtuBHble 610KMPOBKU KA
O TenemsmepeHumA

M3K 61850

o npoTtokonbl SV, GOOSE, MMS
O CTAaHAAPTHbLIN UHXUHUPUHT
o yAobHaa MHPOPMALMOHHAA MOAENb

OcobeHHocTU P3A

O ocHoBHble (A3T, I3T) n pesepBHbIe
(MT3) 3awmTbl ABYX TPAaHCPOPMATOPOB

o MT3, YPOB, 3I10 ocTatotca B paboTe npwu
notepe CUHXPOHU3aumm SV
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3aKJiyeHune

d Pa3zButne TexHonorui, pelweHne aKkTyasbHblX 33434 CHUMKEHUS CTOMMOCTU
U3HeHHoro  umkna  P3A  (CAPEX+OPEX) wn  obecneyeHna  HaaeXHoro

3/IEKTPOCHabKeHMA, pacnpocTpaHeHue pacnpeaesieHHoOM reHepauun GopMUPYIOT
HOBble KpuUTEpPMM Bbibopa cnctemnbl P3A.

 UeHTpanmnsosaHHble peweHua P3A Ha ocHoBe M3K 61850, oTBevyas 3anpocam B
bonblien cTeneHn, CTaHOBATCA CAeAyIOLWMM Warom B 3BoatouUmmn P3A sHeproobbeKTos.
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B PEAEMATUKA

[lpyrnawaem K coTpyaHmnyecTsy!

www.relematika.ru

LleHTpanbHbIN opuUc:
Poccus, 428020, r. Yebokcapsl, np. U. AkoBnesa, 1

MocCKOBCKOe npeacTtaBuTesNIbCTBO:
Poccusa, 109028, r. MockBa, CepebpsiHnueckas Hab., 29

Ten./dakc: +7 (8352) 240-650
e-mail: info@relematika.ru
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